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Those who do not want to avoid oral answering to the Mid-Term Exam (MTE) questions are graded by 7.

The requirements of Poster Report are presented in:
https://docs.google.com/document/d/1ragTudLCNILm3wLFCDp V7Qn0Og EFH6d/edit?usp=sharing&ouid=
111502255533491874828&rtpof=true&sd=true

The list of topics is presented in:
https://docs.google.com/document/d/1B6gavCsgZXcCRssFZEWLVfzaO IPbC50/edit?usp=sharing&ouid=
111502255533491874828&rtpof=true&sd=true
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Cookery recipe

Secret Sharing scheme

Shamir's Secret Sharing (SSS) is used to secure a secret in a distributed way, most often to
secure other encryption keys. The secret is split into multiple parts, called shares. These shares
are used to reconstruct the original secret.

To unlock the secret via Shamir's secret sharing, a minimum number of shares are needed. This
is called the threshold, and is used to denote the minimum number of shares needed to unlock
the secret. An adversary who discovers any number of shares less than the threshold will not
have any additional information about the secured secret-- this is called perfect secrecy. In this
sense, SSS is a generalisation of the one-time pad - Vernam cipher (which is effectively SSS with
a two-share threshold and two shares in total).

Let us walk through an example:

Problem: Company XYZ needs to secure their vault's passcode. They could use something
standard, such as AES, but what if the holder of the key is unavailable or dies? What if the key
is compromised via a malicious hacker or the holder of the key turns rogue, and uses their
power over the vault to their benefit?

This is where SSS comes in. It can be used to encrypt the vault's passcode and generate a
certain number of shares, where a certain number of shares can be allocated to each executive
within Company XYZ. Now, only if they pool their shares can they unlock the vault. The
threshold can be appropriately set for the number of executives, so the vault is always able to
be accessed by the authorized individuals. Should a share or two fall into the wrong hands,

they couldn't open the passcode unless the other executives cooperated.
From <https://en.wikipedia.org/wiki/Shamir%27s Secret Sharing>
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Shamir's Secret Sharing is an ideal and perfect (t, N)-threshold scheme.

In such a scheme, the aim is to divide a secret k which is a secret key to decrypt a receipt

Is divided into N pieces of data P1, P2, ..., PN known as shares in such a way that:

. Knowledge of any t or more P; pieces makes k easily computable. Therefore t is is named as
threshold . That is, the complete secret k can be reconstructed from any combination of t or more
pieces of data.

. Knowledge of any t-1 or fewer P; pieces leaves k completely undetermined, in the sense that the
possible values for k seem as likely as with knowledge of 0 pieces. The secret k cannot be
reconstructed with fewer than t pieces.

If t=N, then every piece of the original secret is required to reconstruct the secret.
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